Gradugte Institute of COmmUnigation Engineering, National Taiwan Un\'\versity
/ S/ - o . N )

/ .
Vol.13, No. 3 Sep. 2022 http://www.comm.ntu.edu.tw gicenewsletter@ntu.edu.tw

GICE Honors

Prof. Kun-You Lin Prof. Huei Wang

Best Chip Design Award (RF/Mi-
crowave Group), Taiwan Semicon-
ductor Research Institute 2022

Outstanding Chip Design Award
(RF/Microwave Group), Taiwan
Semiconductor Research Institute
2022

Prof. Chun-Hsing Li

Outstanding Chip Design Award
(RF/Microwave Group), Taiwan P
Semiconductor Research Institute
2022

-~

ASSYNNNNSNY



NTU GICE - Newsletter &

Provable Verification Bounds
for Convolutional Neural
Networks Under Adversarial

Example Attack

I. INTRODUCTION

Deep neural networks (DNN) have demonstrated great success in
numerous applications. However, research community [1] has
reported that neural networks are often prone to adversarial exam-
ples, where only a small amount of perturbation in data may lead
the neural network to make false predictions, and seriously
degrades its classification performance. As illustrated in Figure 1, a
few stickers on the stop sign may fool the DNN-based traffic sign
recognition model to make false predictions as speed limit sign. This
in no doubt raises serious concerns if one would to rely on such a
recognition model in self-driving car applications.
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Figure 1: Adversarial example attack towards self-driving car traffic sign recognition

system [1]

How can us evaluate the resilience of a DNN against adversarial
example attack? More specifically, how to develop algorithm which
evaluates a lower bound on the accuracy of a given DNN classifier
under adversarial example attack of any kind?
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Method:

It turns out that optimization theory can be applied to analyze
such accuracy lower bounds [2]. To be specific, consider a classifi-
er which predicts the class an image X belongs to as g(x)=argmax;
fi x)€{1,...,L}, where f(x)=(fi(x),...fL(x))eR% is a DNN. Given
that the true label for x is y*€ {1,...,L}, the adversary may wish to
fool the classifier to make a false prediction y®®=y*. Towards that
end, the adversary aims to add a noise A x into the image X, so
that fyue (x+Ax) > fy (x+A x) for which the classifier makes a
wrong prediction g (x+A x) # y* The added noise A x should be
small, say with norm at most €, so that others cannot easily detect
such noise being added. On the other hand, if one can show that
fy (x+ A x) - fyo= (x+ A x) > 0 for each y* = y" whenever || A x| <k,
then one can verify that the adversary cannot fool the classifier
no matter what noise A x is added to such image x as long as A
X is within the adversary budget €.

As illustrated in Figure 2, the aforementioned verification problem
can be formulated as a constrained minimization problem. One
thus resort to the weak duality in optimization theorem, namely
each dual feasible solution yields a lower bound to the original
minimization problem. Since the original problem is non-convex
due to complex nature of DNN, convex relaxation tricks can be
applied to transform the original minimization problem into a
convex optimization problem at the cost of a loosened lower
bound, but allows the strong duality theorem to work by which
complementary slackness conditions can be further applied to
simplify the dual problem to the form of a DNN, referred as dual
network, which can be easily computed. This allows us to solve the
verification problem efficiently.
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Figure 2: Evaluate accuracy lower bound under adversarial example attack with optimiza-

tion theory framework.
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Experiments:

We extend Wong et. al.'s work [2] originally designed for the
verification of ReLU-based fully connected neural networks to
convolutional neural networks (CNN) with both RelLU and
maxpool activation functions. Compared to state-of-the-arts
verification algorithms [3] [4] [5], our proposed verification
algorithm CAPM is capable of yielding the tightest verification
lower bound with significantly less computation cost under most
scenarios, especially when the CNN is of larger scale when
conventional verification algorithms either yields trivial bounds
or is computationally infeasible. One such comparison example is
illustrated in Figure 3.
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Figure 3: Comparison of the verified accuracy lower bound (left figure) and computation
runtime (right figure) among various verification algorithms. The orange line indicates the

accuracy under PGD adversarial example attack [3], which no lower bound should exceed.

Conclusion:

Optimization theorem can be applied to verify whether or not a
DNN is resilient to adversarial example attack. The accuracy lower
bound of a DNN is guaranteed through weak duality theorem,
while with convex relaxation tricks and strong duality theorem
one can further implement the verification algorithm efficiently.
Experiment results demonstrated the effectiveness of such
verification algorithms on CNNs, especially of larger scales, with

both ReLU and maxpool activation functions.
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A Compactand

Low-Cost THz SoP
Heterogeneously-
Integrated Platform

I. INTRODUCTION

Terahertz (THz) science and technologies have been considered as a
potential candidate for the next sixth-generation (6G) wireless
communication systems which are expected to provide a data rate
higher than 100 Gb/s [1]. Moreover, THz technologies can be used
for many interesting applications, including concealed weapons and
explosives detection, biomedical imaging, and the failure inspection
of semiconductor packages [2-3]. In this work, our developed
compact and low-cost THz system-on-package (SoP) heterogeneous-
ly-integrated platform is introduced for THz system integration.
With such a heterogeneous platform, different circuit modules
implemented in particular technologies can be integrated into the
same platform to realize high-performance, low-cost, and high-inte-
gration THz systems for the aforementioned versatile applications
[4-6].

Il. THZ SOP HETEROGENEOUSLY-INTEGRATED
PLATFORM

Fig. 1 shows the proposed compact and low-cost THz SoP heteroge-
neously-integrated platform where digital baseband processors,
power management circuits, analog front-ends, RF front-ends, THz
front-ends, antennas, and filters realized in particular technologies
are integrated on a common low-cost integrated-passive-devices
(IPD) carrier through compact and low-loss chip-to-IPD intercon-
nects. Hence, the advantages of these technologies can be exploited
to carry out high-performance THz systems.
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Fig. 1. Proposed THz SoP heterogeneously-integrated platform.
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To make the heterogeneous integration feasible, we must have
low-loss THz interconnects to connect the chip module to the carrier.
Fig. 2 illustrates the proposed ac-coupled and directly-connected
THz interconnects supporting single-band and dual-band, and
broadband operations, respectively [4]. The broadband interconnect
directly connects the chip’s ground-signal-ground (GSG) pads to the
carrier's GSG pads by using an Au-Au flip-chip thermo-compressive
packaging technique with gold stud bumps. In contrast, single-band
and dual-band THz interconnects are realized by ac coupling two
transmission lines deployed on the chip and the carrier, respectively.
By appropriately designing the transmission line length,
single-band and dual-band operations can be acquired. The
proposed THz interconnects are implemented in 0.18-pm CMOS and
IPD technologies. As shown in Fig. 2, the measured insertion loss of
the proposed single-band, dual-band, and broadband THz intercon-
nects is 1.7, 2.7 and 2.9 dB, and lower than 3.3 dB at 306.5, 140 and
324.5 GHz, and from 140 to 330 GHz, while ensuring the return loss
better than 10 dB. Fig. 3 illustrates the proposed substrate-integrat-
ed waveguides (SIW) and fourth-order Chebyshev SIW filter realized
in a GaAs IPD technology which can give the measured insertion of
0.7 and 3.6 dB at 327 GHz, respectively [6]. Such a low-cost and
compact heterogeneously-integrated THz platform is very suitable
to realize THz systems for the next-generation THz sensing and
communication applications.
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Fig. 2. Measured S-parameters of (a) broadband THz interconnects, (b) single-band THz interconnects, and (c) dual-band THz interconnects.
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MediaTek 6G Vision

5G aims to support three use cases: eMBB (enhanced Mobile Broad-
band), URLLC (Ultra-Reliable and Low-Latency Communications),
and mMTC (massive Machine-Type Communications). However, due
to various reasons, the first version of 5G (Rel-15) puts most of its
focus on eMBB, including features like BWP (Bandwidth Part, see [1]
for more details), UL enhancements [2], and Dynamic Spectrum
Sharing ([3]). Later on, more features of URLLC and mMTC are
introduced in Rel-16 and Rel-17.

There are reasons why 5G is called New Radio. The whole new
design of air interface, RAN, and Core Network is posing new
challenges to the industry. In MediaTek, our 6G vision is a global
standardized technology that can overcome the current limitations
of 5G and deliver 10x to 100x performance. In order to achieve this
target, we have envisioned the design principles for the upcoming
6G technologies. Here are some examples from MediaTek 6G White
Paper [4] that I'd like to share with you in this article. For more
details, please refer to the [4].

Wireless Access Convergence

We think 7-24GHz and sub-THz frequencies will be candidates for 6G
spectrum. In order to provide better coverage, a new kind of “Hybrid
Node” will arise. A 6G Hybrid Node can communicate with any other
Hybrid Node, where it can play the role of either device or base
station or both. In addition to the Uu interface between device and
base station, Sidelink communication between devices could also
facilitate the coverage enhancement required in the high-frequency
short-range spectrum environment.

Hybrid Node

o Q e
@ unified waveform:
|—|—|

access, fronthaul, backhaul

Q Unified waveform:
g; J Converged Uu and Sidelink
e.g. RRH, Repeater, Relay (BS or Device)

ANGLOG ey Digital (L1/L2/L3)

Fig.1 Hybrid Node [4]
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MIMO evolution towards True Edge-less Experience

We expect MIMO and multi-antenna technology to keep playing an
important role as they did in 4G and 5G. To evolve in 6G, we envision
a distributed MIMO deployment where Tx/Rx is no longer bounded
to a single site, will provide a revolutionary “cell-free” architecture to
overcome the limitations in the traditional cell site design.

Towards Extreme and Predictable QoS —
Lean User Plane Protocol Stack

Today's protocol stack design puts the focus on lossless data
delivery. The layered design is aimed at more efficient collaboration
between layers. However, the drawback is the underlying layers lack
the knowledge of upper-layer applications. For example, when the
application is loss-tolerant but delay-sensitive, such as video stream-
ing or immersive AR/VR, the lossless data delivery becomes the
bottleneck: the overhead to ensure the in-order delivery is not
appreciated. In 6G, we think dynamic mutual awareness between
Radio/Transport and Application layers is crucial for the user experi-
ences.
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Fig.2 Cross-layer API concept [4]
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Terrestrial and Non-Terrestrial Convergence

The convergence of Terrestrial Network (TN) and Non-Terrestrial
Network (NTN) is a long anticipated which might happen in the 6G
development. The advantage of NTN, such as cost-effective way of
coverage for unpopulated area, could be a good complimentary
technology to the TN. We expect that there will be native integration
of NTN and TN in the network architecture, spectrum re-use, and
one single device to serve all.

% % Integration

0 Single device

Convergence

Fig.3 Native TN/NTN integration and convergence [4]

Native Al-integrated System —
Communication and Computing Convergence

Al and Machine Learning can bring new opportunities to optimize
system performance for networks and devices. In 3GPP Rel-18, many
Study Items (SI) and Work Items (WI) are introduced for AI/ML. The
industry has the consensus to explore the possibilities to use AI/ML
to improve the overall performance, not only the of the air interface,
but also of services and network automation, to name a few.
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Fig.4 Opportunities for Al integration in 6G era [4]
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Conclusions

According to the timeline of ITU-R IMT2030, 6G roll-out will start in
2030 and the pre-commercialization activities might happen in a
year earlier. In this pace, we should start to lay the foundation of 6G
technologies now, both in academics and industries. In MediaTek,
we believe that the 6G design should keep the “S.0.C" principles:
Simplexity, Optimization, and Convergence. With these principles in
mind, 6G could be more than just another G to the world.
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Fig.5 6G Timeline [4]
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